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Abstract: In this study, the physical layer security for cognitive radio network (CRN) will be investigated in which a secondary
user transmitter (SU-Tx) sends confidential information to a SU receiver (SU-Rx) on the same frequency band of a primary user
(PU) in the presence of an eavesdropper receiver. Moreover, relay selection scheme is proposed for the security constrained CRNs
with single eavesdropper, multiple eavesdroppers and PUs. The proposed scheme selects a trusted decode and forward relay to
assist the SU-Tx and maximise the achievable secrecy rate that is subjected to the interference power constraints at the PUs for the
different number of eavesdroppers and PUs under available channel knowledge. The SU cooperates with relays only when a high
secrecy rate is achieved. Secrecy rate and secrecy outage probability are the two performance metrics that are used to verify the
effectiveness of the proposed scheme although asymptotic approximations of the secrecy outage probability are also derived.
Simulation and analytical results demonstrate that the performance improvement of the proposed scheme reaches to the

double relative to the conventional scheme for the secrecy capacity.

1 Introduction

There is an unparalleled increase in the usage of wireless
devices in the last decade. However, most of the frequency
spectrum has already been licensed exclusively to operators
by government agencies, such as Federal Communications
Commission (FCC). Therefore there exists an apparent
spectrum scarcity for new wireless applications and
services. In recent studies, especially by the FCC, it is
reported that there are vast temporal and spatial variations
in the allocated spectrum utilisation. The spectrum
utilisation efficiency can be as low as 15% [1, 2]. Recently,
CRN [3, 4] has attracted much attention, as it can solve the
spectrum scarcity problem by allowing cognitive users
(unlicensed users) to transmit concurrently on the same
frequency bands with the licensed primary users (PUs) as
long as the resulting interference power at the PU receivers
is kept below the interference temperature limit [5].

Security is one of the most important aspects in this type
of network, multimedia traffic and others [6]. Moreover,
the security is one of the challenges to next generation
services in IP multimedia subsystem [7] and in packet
networks, especially on multimedia applications and real-
time services [8]. The traditional security is issued based on
cryptographic approaches, which can be broadly classified
into public-key and private key protocols that are described
in detail in [9]. In these approaches, the security is
guaranteed by designing a protocol such that it is
computationally prohibitive for the eavesdropper to decode
the message. The main idea of these approaches is that
security is ensured based on the limited computational
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power at the eavesdroppers. With the advent of the
infrastructureless networks such as mobile ad hoc networks,
further challenges have appeared which made the nodes
more vulnerable to attack. Some of these challenges are
memory and power-limited terminals, where the mobile
nodes in ad hoc have limited storage devices and weak
computational capabilities, and the absent of centralised
hardware for security problems. Moreover, there are no
fixed routers and the packets that are followed in multi-hop
routers and pass through different nodes to arrive at their
destination. Therefore to cope with these limitations,
physical layer security has gained a considerable attention
in the last few years. The theoretical foundation to study the
physical layer security is the wiretap channel and the
information-theoretic notion of secrecy that were introduced
by Wyner [10]. He considered the wiretap channel model,
in which the eavesdropper has degraded (high noisy)
observations from the channel compared with legitimate
receiver, that is, the eavesdropper is said to be degraded.
Under this assumption, Wyner showed that the advantage
of the main channel over that of the eavesdropper, in terms
of the low noise level, can be exploited to transmit secrecy
bits. In other words, it is possible to achieve a non-zero
secret rate without sharing a key, where the eavesdropper is
limited to learn almost nothing from the transmissions. An
extension of this work to the case of broadcasting channel
with confidential messages was proposed in [11].

The first attempt to deal with the secure transmission in a
CRN in the context of information-theoretic point of view
was considered in [12, 13, 14]. A secrecy multiple-input
single-output (MISO) CR channel, in which a multi-antenna
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secondary user transmitter (SU-Tx) sends confidential
information to a single-antenna SU receiver (SU-Rx) in the
presence of a single-antenna PU-Rx and a single-antenna
eavesdropper receiver (ED-Rx), was considered.

In contrast with [12] and [13] which assumed the
availability of perfect channel state information (CSI) of all
channels at the SU-TX, in [14], the issue of optimal
transmitter design to achieve physical layer security for a
cognitive radio network (CRN) was addressed. It is
assumed that all the CSI of the secondary, primary and
eavesdropper channels are not perfectly known at the
SU-Tx. In previous papers of physical layer security in
CRN, the authors took the advantage of multiple antenna
systems to improve the secrecy rate. However, because of
cost and size limitations, multiple antennas may not be
available at network nodes.

In this paper, a scenario in which a SU-Tx communicates
with a SU-Rx with assistance of multiple relays only when
a high secrecy rate is achievable in the presence of different
numbers of PUs and eavesdroppers will be considered.
Optimal relay selection scheme is proposed in order to
maximise the achievable secrecy rate. The decode and
forward (DF) technique is considered with two stages. In
first stage, an SU-Tx broadcasts its encoded signal to
trusted relay nodes. In second stage, each relay first
decodes the message and then re-encodes it. Then from
these relays that decode the message correctly, we select the
relay that gives us maximum secrecy rate that is subjected
to the interference power constraints at the PUs to transmit
a version of the re-encoded signal. The rest of this paper
is organised as follows. In Section 2, the system model
is introduced. The proposed relay selection scheme is
explained in Section 3. In Section 4, the direct transmission
(DT) secrecy rate and secrecy outage probability is done. In
Section 5, the conventional selection scheme is investigated.
The simulation results are interpreted in Section 6, followed
by the conclusions, appendices and the relevant references.

Notation: Matrices and vectors are denoted using boldface
upper and lower-case letters, respectively. I, denotes an
m x m identity matrix. The symbol £ denotes ‘defined as’.
CN(p, Ny) denotes circularly symmetric complex Gaussian
random variable with mean u and variance N, E{.}
represents statistical expectation, [x]* £ max {0, x}.

2 System models

We consider a CR network model as shown in Fig. 1. It
consists of one secondary user S (secrecy user), N relay
nodes R, one destination node (SU-Rx), L PU (L > 1) and
M eavesdroppers £ (M > 1). The SU-Tx communicates
with the SU-Rx under helping of relay nodes. There are
some eavesdroppers that try to overhear the source
information.

We define the following sets: Sciays, gives the set of all
relay nodes and S..s, denotes the set of the eavesdroppers.
Spu, gives the set of the PUs and Cy is considered as the
decoding set which contains the relays that have decoded
correctly the received messages from the SU-Tx in the first
time slot.

In the following, benchmark scheme without cooperation
DT and DF scheme as a cooperative scheme is described.

2.1 Direct transmission (DT)

For DT, the secrecy transmitter (SC-Tx) transmits its symbols
directly to the SC-Rx. The received signal at the SU-Rx is
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Primary
users
Eavesdroppers
Fig. 1 lllustration of system model
given by
Ya = v/ Pshspx + 24 (1)

where x is the transmitted symbol from the SU-Tx and P
denotes the average transmitted power per symbol at the
SU-Tx. zg ~ CN(0, N,) is the complex Gaussian noise at
the SU-Rx and Agp is the channel gains between SU-Tx
and SU-Rx. All channels are assumed to undergo flat
fading and quasi-static.

The received message at the eavesdroppers is given by

Ye = /Phgpx +z, )

where y. is an M x 1 vector, which represents the received
signal at eavesdroppers, hgg is M x 1 vector, which denotes
the channel gains between SU-Tx and eavesdroppers,
2, ~ CN(0, Ny ,,) is an M x 1 vector, which represents
complex Gaussian noise at the eavesdroppers, I, is an
M x M identity matrix.

The received message at the PUs is given by

¥, = v/Pehgpx + 2, 3)

where y, is an L x 1 vector, which represents the received
signal at PUs, hgp is an L x 1 vector, which denotes the
channel gains between SU-Tx and PUs, z, ~ CN(0, NI ;)
is an L x 1 vector, which represents complex Gaussian
noise at the PUs, I; is an L x L identity matrix.

2.2 Decode and forward (DF)

We describe the DF protocol based on our system model;
there are two stages in DF. In the first stage, the SU-Tx
broadcasts its message to trust relays in the first
transmission slot.

The received messages at the N relays are given by

¥ = VPhgpx + 2, )

where y, is an N x 1 vector, which represents the received
signal at relays, hsg is an N x 1 vector, which denotes
the channel gains between SU-Tx and relays,
7, ~ CN(0, NyI) is an M x 1 vector which represents
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complex Gaussian noise at the eavesdroppers, Iyis an N x N
identity matrix.

In the second stage, one of the NV trusted relays that decodes
the message from SU-Tx to transmit successfully the re-
encode message to the SU-Rx.

The received messages at the SU-Rx, the PU and the
eavesdroppers are given as

Ya = v/ Prhigpx + 24 (5)
Vp = v/ Prhgpx + ¢, (6)
Yo = v/ Prhigex + 2, (7)

where hrp is the channel gains between the selected relay and
SU-Rx, hgp and hrp are the channel vectors for selected
relay-PUs and selected relay eavesdroppers, respectively. Pr
denotes the transmitted power at the relay. Maximum ratio
combining (MRC) is used to combine the two received
signals that are represented in (1) and (5) at the destination.

3 Proposed relay selection scheme

In this section, the proposed relay selection scheme is
provided. The object of this scheme is to select the node R
that maximises the achieved secrecy rate. First, we will
consider a CRN with one eavesdropper that can
individually decipher the message from SU-Tx and single
PU. Then, the effect of the multiple eavesdroppers will be
studied. Finally, the effect of multiple of PUs will be
considered.

3.1 Relay selection scheme with one eavesdropper

In this section, we consider one eavesdropper that tries to
decode the source information. In this case, the
instantaneous achievable secrecy rate for the network
shown in Fig. 1 with decoding set Cy, is given by [15] (see (8))
where R € Cjy.

vsp: The instantaneous signal-to-noise ratios (SNRs) for the
SU-Tx — SU-Rx link.

vse: The instantaneous SNRs for the SU-Tx — eavesdropper
link.

vrp: The instantaneous SNRs for the selected relay — SU-Rx
link.

vre: The instantaneous SNRs for the selected relay —
eavesdropper link.

The distribution of the channel coefficient between the
nodes i and j () is modelled as a zero-mean, independent
Gaussian random  variable with variance o-ﬁ hij ~
CN(0, 0F)), where of £ E{|hg|’} =d;*. dyj is the
Euclidean distance between node i and j, and y is the
path-loss exponent.

The secrecy outage probability in traditional wireless
networks is defined as the probability that the secrecy rate

is less than a given target secrecy rate Rs >0 [16]. For

CRN, we can define the secrecy outage probability as the
probability that the secrecy rate is less than a given target
that is subjected to the interference power constraints at the
PUs (interference power at the PU is less than a certain
limit) or the probability of the interference power at the PU
is larger than a certain limit (interference temperature limit).

Based on (8), the secrecy outage probability for CRN is
denoted as

N
Py = lerﬂcd = n|}[Pr{C{(R) < R}
Pr(INy <T)+ Pr(INy >TI)] )

where INf: is the interference power at the PU from the
SU-Tx, noise and the R relay.

I': gives the interference temperature limit.
|Cq|: denotes the cardinality of a set Cy.

The object is to obtain the following -constrained
optimisation problem

R* = arg max {C/“/(R
RECd{ s (R} (10)
S.T.]Np <TI

The selection scheme in (10) that maximises the
instantaneous secrecy rate and minimises the secrecy outage
probability

R =arg min {Pr(CL < RYPr(INY < T)+ Pr(INy >T)}
d

)

Assuming |Cp | > 0, the instantaneous secrecy rate is given
by

1 1+YSD+’YRD>:|+
C(R)=|-=1 T ————— 12
(8 |:2 Og2<1+7’SE+')’RE (12)

Note from (12) that positive secrecy rate is achieved only in
the case when the rate of the SU-Tx with respect to the SU-
Rx is larger than the maximum rate over the eavesdroppers
with respect to the SU-Tx.

The relay-selection process that will maximise the secrecy
capacity given in (12) is denoted as

1
ReCy |1+ Ysg + YR

STUNY <T

(13)

3.1.1 Asymptotic secrecy outage probability: Here,
an asymptotic approximation for the secrecy outage
probability at high SNR is derived. In order to simplify the
analysis, the symmetric case is considered where the

CElR) =
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1 1 * .
[5 log, (1 + ysp) — EIng (1+ VSE)] if

1 T
[5 log, (1 + ¥sp + Yrp) — Elogz (I+ v + VRE)] if [Cql =0

ICyl >0
(®)
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source—destination, source—eavesdropper, relay—destination
and relay—eavesdropper distances are equal. This
configuration simplifies the analysis and is a guideline for
the general asymmetric case (a similar approach has been
used in [17] for cooperative network).

Moreover, at high SNR values, all the relays are assumed to
decode the signal that is transmitted from the SU-Tx correctly
so that |Cyq| = N, where (Pr{|Cy| = [Selayl = N} = 1).

Therefore the outage probability is simplified as

Py = Pr{CY'(R) < R}Pr(INY <T)+Pr(INy >T) (14)

According to this assumption, the secrecy outage probability
for the case of one eavesdropper and one PU is given by

.t 2 7 _(A/P)F(ﬁ )]
PS""_[l (+ By (1+B)3} [1 VR

+ [eH/P)F (;\)F + 1)} (15)

where B = 2% Details of the derivation of this equation are
included in Appendix 1.

3.2 Relay selection scheme with multiple
eavesdroppers

Here, M eavesdroppers are considered that try to decode the
signal transmitted from the SU-Tx. In this case, the
instantaneous achievable secrecy rate for the CR network
shown in Fig. 1, with a decoding set Cy4 is given as follows
(see (16))

Assuming that |Cp| > 0, the instantaneous secrecy rate is
given by

www.ietdl.org

capacity given in (17) is denoted by

R —arg max 1+ ¥sp + Yo
reC,] max m(l + Ysg, + Tre,) (18)

m evs

ST.INY <T

As the previous case of one eavesdropper, we try to find the
asymptotic secrecy outage probability for the symmetric
case for simplicity, which is described as follows: (see (19))
Details of the derivation of this equation are included in
Appendix 2.
For the special case of M = 2, the outage probability in
(19) can be solved in closed form to yield

- _[ 2468 632+323+16:|N
L a+py? 2+p)

—A —A
1—e"VPN (2T 41 LRI (s T
x|: e P + +|¢ P +

(20)
3.3 Relay selection scheme with multiple PUs

In this section, M eavesdroppers and L PUs are considered.
In this case, the instantaneous achievable secrecy rate for
the CR network is given as follows: (see (21))

The relay selection process that will maximise the secrecy
capacity given in (21) is described as follows

* ICql
R =arg Igréegz{cs (R)}
(22)

ST.1=1,2,.,L max {IN'} <T

PIESpy

The secrecy outage probability is given by

+
_ |1 1+ %o + %o N
Cy(R) = | Slogy | —— 0+ vss, + 7o) (17) Py = Z;Pr{lcd = n|}[Pr{C2(R) <RS}Pr(pfré%§U {INy} <T)
+Pr( max {INX} >T)] (23)
The relay selection process that will maximise the secrecy P1€Spy
1 1 - ,
Elog2 1+ ysp) — Elog2 max (1 + vgg ) if [Cy4l=0
‘Cdl _ EmESevs 16
Cs (R) - 1 + ( )
7108 (1+ ysp + 1ro) — 5 l0g, (Efl&x (1 + v, + VREm)ﬂ if |Gyl >0
) N
Pyyp = [M j [1— e (1 + ABYIWye ™)1 — e V(1 + A" dy}
’ (19)
x |1 —eMPE AI‘—I—l + | A/DF AI‘—i—l
P P
1 1 - ,
7108, (1 + ¥5p) — S logy | max (1 + ¥%g,) if |Gyl =0
‘Cdl _ Emesevs
GH® =4 | ¥ 1)
[5 log, (1 4+ ¥sp + Yrp) — 51082 (EmmEaS):vs (I + s, + 'YREm)>i| if |Gyl >0
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According to Appendix 3, the asymptotic secrecy outage
probability for the symmetric case for simplicity is given by
(see (24))

For the special case of M =1 and L = 2, the outage
probability in (24) yields the following closed form

Lo 2 7 _(A/P)F(ﬁ )T
PS"P_[l EY: (1+B)3} [1 VIR

2
4| 2P (Ap ) Z2wnr (Ap g
P P

4 DT secrecy rate and outage probability

(25)

In this section, we will consider the secrecy rate and outage
probability of DT for different cases.

4.1 DT with one eavesdropper

Here, we consider one eavesdropper that tries to decode the
source information. In this case, the instantaneous
achievable secrecy rate for the network is given as follows

C, = [log, (1 + vsp) — log, (1 + ¥sp)]* (26)

Based on (26), the secrecy outage probability for CRN is
given as

Py, = Pr{C, < R}Pr(IN, <)+ Pr(iN, > T)  (27)

where IN,: is the interference power at the PU from the SU-Tx
and noise.

As the previous section, we try to find the asymptotic
secrecy outage probability for the symmetric case for
simplicity.

a — —
Poop = o 1= TV V] 28)

where @ = 2% Details of the derivation of this equation are
included in Appendix 4.

4.2 DT with multiple eavesdroppers

Here, we consider M eavesdroppers that try to decode the
source information. In this case, the instantaneous
achievable secrecy rate is given as follows

C, = [log, (1 + ¥sp) — logs (max (1+yse NI*  (29)

As the previous case of one eavesdropper, the asymptotic
secrecy outage probability is denoted by

Py = [M j ) [1—e]Ae™™)[1 —e P! dy]
0 (30)

[1— e(—/\/Ps)F] + [e(—/\/Ps)F]

Details of the derivation of this equation are included
in Appendix 5.

For the special case of M =2, the outage probability
in (30) yields the following closed form

2 2
~ _ _ a(=A/POl (=A/PYI
PSOP_|:1 l+a 2+a][1 ¢ It 1le ]
€1y}

4.3 DT with multiple PUs

In this section, we consider M eavesdroppers and L PUs. The
secrecy outage probability is given by

Piop = Pr{C, < R}Pr(max {IN,} <T)

+ I max I > I
( S {Np[} )

According to Appendix 6, the asymptotic secrecy outage
probability is denoted by

Psop = |:M jw [1— eﬂ\ay]()\ef)‘y)[] _ e’)‘y]M*1 dy]

0 (33)

[1— e(*)\/Ps)F]L +[1—=(1— e(*/\/Ps)F)L]

For the special case of M =1 and L =2, the outage
probability in (33) yields the following closed form

—\/P)HI'12 —A/P)I' —\/P)I
psop:1+a[1_e( /A)] +e( /Py) [2—6‘( /A)]

(34

5 Conventional relay selection scheme

In the conventional scheme, the link between the relay and
eavesdropper is not taken into account. The conventional
selection selects the relay that gives the best instantaneous
link between the relay and SU-Rx which is subjected to the
power interference at the PUs not exceeding the given
interference temperature limit for PUs, which is described as

R* = arg max
g max {Yap} 55
st. INf <T

For N relay nodes R = {Ry, R», ..., Ry}

Frop = [M J T = e 4 ARSI — eV ! dy}

0

N

L L
x|1— e(_)‘/P)F(%F—l- 1)] +|:1 — <1 — e(_)‘/P)F<%F+ 1)) :| (24)
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To find maximum among N independent and identically
distributed (i.i.d.) random variables

Pr(R; = max {vrp}) = HPY(VR > Yr,)

n=1
n#i

N
=[]0 = Pr(yg, < w)]
i
Yg, are exponential random variables with parameter A,
fx@) = Ae™™ PDF of the ¥,

Fy(x)=1—¢ CDF of the yg,

® YR,
Piv < w) = | [ romron o, o,

0
%o
%0t Ok p
So,
N o
R.D
Pr(R, = i‘éac’j {Yrp}) = }1:[1 m (36)
n#i

The secrecy outage probability is given by

N
= Pr{|C,| = n}[Pr{C"(R) < R
;rﬂd n}[Pr{C/(R) < R} 570

Pr(IN¥ < T)+ Pr(INS > T)]

The asymptotic secrecy outage probability is denoted by (see
(37b))

Details of the derivation of this equation are included in
Appendix 7.

For the special case of N =4, the outage probability in
(37b) yields the following closed form

P~ |: 22 B 6 n 2 _ 1 B 3i|
P31+ B (14287 (1+3B° 3(1+4B)
_eapr (A apr (A
X |:1 e <PF+1)]+[e (PF+1>:|

6 Simulation results

We perform Monte Carlo simulation consisting of 10 000
independent trials to obtain the average results. The system
parameters are outlined as follows:

www.ietdl.org

o N=4 relays and M = 1, 2 eavesdroppers and L =1, 2
PUs are deployed in one-dimensional area.

e The eavesdropper is located at (60,0) in the case of one
eavesdropper and the eavesdroppers are located at (60,0)
and (62,0) in the case of two eavesdroppers.

e The SU-Rx (destination) is located at (50,0).

e The PU is located at (100,0).

e The location of the four relays are located randomly as
example (15,0), (10,0), (17,0) and (30,0).

e The relay power, Pr = 10 W.

The interference temperature limit I' = —4 dB.

The path loss exponent is taken to be y = 3.

The transmission rate is equal to Ry = 2 bits/s/Hz.

The target secrecy rate is equal to 0.1 bits/s/Hz.

Note that for the relay that belongs to the decoding set, the
transmission rate Ry, must be less than the capacity of the
SU-Tx-relay channel. The power of relays is fixed at 10 W.

Fig. 2 shows the secrecy rate of the DT, optimal selection
(OS) and conventional selection (CS) against the power at
SU-Tx. In this figure, two cases are considered, the first case
of one eavesdropper and the other case of two
eavesdroppers. For the OS, R is selected using (10) and (18)
for the cases of one eavesdropper and two eavesdroppers,
respectively. For the CS, R is selected using (35). It can be
seen from Fig. 2 that the OS scheme significantly improves
the secrecy rate for both one eavesdropper and two
eavesdroppers. Moreover, the secrecy rate first increases to
the power value equal to 12 dB, and then it decreases. This
is because the power interference constraints at the PUs. We
also note that the performance of CS is degraded compared
with DT because the relay which is selected, based on (35),
gives more benefit secrecy rate for the eavesdropper, better
than for SU-Rx, where the link between the relay and
eavesdropper does not take into account when R is selected.

The effect of the location of the relays is shown in Fig. 3.
In this figure, the location of the relays varies from (5,0) to

N 4 .
N ; i| =-%-- DF, cs
' = DT

A ; On;e eaves@rnpper _'---__-

\—\- ---------------------------
A

Tw,o eavesdro ppe rs ——

Secrecy Rate (bits/s/Hz)

---------------------------------------

0 5 10 15 20 25 30 35 40
P [dB]

Fig.2 Secrecy rate against power at SU-Tx

e

IET Commun., 2012, Vol. 6, Iss. 16, pp. 2676-2687
doi: 10.1049/iet-com.2011.0638

1 1 1
zyq)Q%+DU+B+k@fﬁﬂ+Bf+k+J}

A A
1— M2 41 CVPULZT 41
x[ e P + + ¢ P +

(37b)
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(45,0), where all N relays are located at the same position. The
power of SU-Tx is fixed at 10 dB. From this figure, it can be
seen that for the DT, the secrecy rate is independent of the
relay location, as expected, although the secrecy rate of the
OS and CS first increases and then decreases when the
relays locations move away from the SU-Tx. Moreover,
comparisons between the effect of one eavesdropper and
two eavesdroppers will be considered for DT, CS and OS.

Figure 4 shows the secrecy rate for different values of IT
limit I". In this figure, the location of the N =4 relays at
(15,0), (10,0), (17,0) and (30,0), Pr=P,=10dB,
eavesdroppers’ location at (60,0) for the case of one
eavesdropper and at (60,0), (62,0) for the case of two
eavesdroppers. We note from Fig. 4 that when the IT limit
increases, the secrecy rate increases and then becomes
stable at IT limit value that is larger than 0 dB for both the
cases of one eavesdropper and two eavesdroppers.

The secrecy outage probability is the second performance
metric that is used to verify the effectiveness of the
proposed scheme. Fig. 5 shows the secrecy outage
probability against transmitted power at SU-Tx. The target
secrecy rate is equal to 0.1 bits/s/Hz. From this figure, we
can see that the robustness of the proposed scheme and the
improvement in the secrecy outage probability are achieved.

0.8 T T T T T T I
AP . : : —e—DF,0s
Y B . R s —s—DF, CS
| T\Q eavesdroppers- DT
el i O 5 --e-- DF , 08
' -=-= DF , CS

Secrecy Rate (bits/s/Hz)

5 10 15 20 25 30 35 40 45
SU-Tx - relay distance (m)

Fig. 3 Secrecy rate against SU-Tx to relay distance

0.8 T T T T T

One eavesdtopper —------- . |
0.7f-------- e qmmmmm———- Feeemenan Fememmaa- qmmmmmmn- -

Two eavesdropp

’
T

Secrecy Rate (bits/s/Hz)

Interference Temperature Limit (dB)

Fig. 4 Secrecy rate against different values of IT limit
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In Fig. 6 we test the impact of the relays’ location on the
secrecy outage probability. It can be seen that for the CS
and OS, as the relays are closer to the SU-Rx than the SU-
Tx, the secrecy outage probability reaches one for CS and
reaches the secrecy outage probability that is equal to that
of DT for OS. The reason CS reaches one is that the relays
become closer to both SU-Rx and eavesdroppers, where
relay—eavesdroppers links are not taken into account when
selecting the relay for CS. Therefore it may select that relay
with relay—eavesdroppers link and relay-SU-Rx link have
the same fading.

Finally, we test the impact of the number of PUs on the
achieved secrecy rate and secrecy outage probability of the
proposed scheme.

In Fig. 7, the PUs’ location is fixed at (100,0) for the case
of one PU and at (100,0), (90,0)) for the case of two PUs. This
figure shows the secrecy rate of the DT, CS and OS against
the power transmitted at SU-Tx. The location of the N =4
relays at (15,0), (10,0), (17,0) and (30,0) and the
eavesdropper’s location at (60,0), The interference
temperature limit I'=—4dB and the power at
relay = 10 dB. We conclude from this figure that the
secrecy rate degrades when the number of PUs increases.
We note also that the difference on secrecy rate only starts
at the transmitted power from SU-Tx at 7 dB. This is
because the difference of the fading channels between

z
o
s
e}
=3
g
3
w
Two eavesdroppers
-1
10
0 5 10 15 20 25 30 35 40
P [dB]

Fig.5 Secrecy outage probability against power at SU-Tx
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Fig. 6 Secrecy outage probability against SU-Tx to relay distance
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Fig. 8 Secrecy rate against interference temperature limit with
different number of PUs

SU-Tx and two PUs appears when power transmitted from
SU-Tx is larger than 7 dB.

Fig. 8 shows the secrecy rate for different values of IT limit
I'. In this figure, the power transmitted from SU-Tx is fixed at
10 dB and the IT limit is varied from —20 dB to 10 dB. It can
be seen from this figure that the secrecy rate is equal for the
two cases (for IT limit larger than 0 dB) because the
interference power constraint relaxes.

7 Conclusions

In this paper, we have proposed relay selection scheme for
secrecy-constrained CRN s which improves the secrecy rate
and enhances the outage performance of such systems. We
have tested the proposed scheme in CRNs at different
number of eavesdroppers and PUs.

In the proposed OS, one relay is selected in the second
phase to enhance the security against the eavesdroppers
that are subjected to the power interference constraints at
the PUs. From simulation results, we can conclude that the
proposed selection scheme can significantly improve the
system performance in terms of the achievable secrecy rate
and the secrecy outage probability. Moreover, we have
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derived the asymptotic secrecy outage probability for the
different number of eavesdroppers and PUs.
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9 Appendix 1

9.1 Asymptotic secrecy outage probability of OS
(one eavesdropper)

We consider the high SNR values in which all the relay nodes
can decode the source information correctly.

From (9) to (13), the secrecy outage probability,
considering high SNR, can be written as

2 2
lhgp|” + 1hgp -

P, =Pr 5 5
RESrelays |hSE| + |hRE|

sop

B
Pr(IN} <T)+ Pr(INy >T) (38)
Define B = 22
- h;; are Rayleigh random variables, |h,»j|2 are exponential

random variables with parameter A.
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fx,(x)) = Ae™1 PDF of the |h;[’ (39)

7]
Fy (x))=1—¢™1 CDF of the ||’ (40)

Let X 2 |hgp|* + lhgpl®, ¥ £ |hgpl® + |hgg)?
If X7 and X, are two i.i.d. exponential random variables

with parameter A, the probability density function (PDF) of
the new random variable X= X + X5 can be defined as

+00

i) = j fr (= )y, () ey

Therefore the PDF and cumulative distribution function
(CDF) of the random variable X are given by

fir(x) = Axe™ (41)
Fy(x)=1—eM(1+ \x) (42)

The random variable Y is the same distribution.
fr) = Aye™ (43)
Fy()=1—e M1+ ) (44)

Define Z 2 (X/Y)
From (39)—(44), we can compute the following probability

o By
pz<p=| | poneas
0 (45)
- j [1— (1 + ABIAe™ dy
0
From [18]
anecxdlexnecx_ijn—lecxdx (46)
c c
Therefore
) 2B
S Pr(Z < B)= |:1 0r8° 0+ 3)3} (47)

Note that there are N different realisations of the random
variable Z, which correspond to N different selections of
the relay node. It is clear from (38) that these random
variables are dependent. Finding the order statistics of
dependent random variables requires the joint PDF of the
random variables [19], which is intractable in our case.
Therefore we assume independent random variables and the
obtained asymptotic secrecy outage probability. The outage
probability, then, using order statistics [20], is derived as

Define T as the maximum of N random variables Z,
Zoy ooy Iy

Then Fr-(t) =Pr(Z, <t,Z, <t, ..., Zy < 1)

Therefore the first term in (38) can be written as

'Pr(max(Z‘)<B)=[1— ! - 2B :|N (48)
" N (1+p?* (1+B)

w.r.t

Pr(INX <T)
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INF = Ny + Pglhgp|* + Pplhgpl® (49)

Under the assumption of high SNR and P = Pg = P;.

Define G = |hsp|* + |hrp|*, Where |h,-j|2 are exponential
random variables with parameter A as in (39), the PDF of
the random variable G is given by

folg) =N ge™™®

For the random variable G, which multiplies by constant P,
the distribution of the new random variable is given by

0=PG
Mo
So@) = 53¢ "
A (50)
_ 1| M
Folgg=1—¢ |:P+1]
From (49) and (50)

S PH(INE <T)=1—VP0 [%F + 1} (51)

The outage probability, then, using (48) and (51), is given by

.t 2 7 _<—A/P>F(ﬁ )]
Ps""_[l 1+ By (1+B)3} [1 VU

n [e("/PW <% 4 1)} 52)

10 Appendix 2

10.1 Asymptotic secrecy outage probability of OS
(multiple eavesdroppers)

From (16)—(18), the outage probability considering high
SNR is given by

|hSD|2 + |hRD|2

P, =P <
o = P1Y RBRX ) max {lhsg, P+ g, Py [ <P
Pr(INX <T)+ Pr(INS >T) (53)

Let X £ hsp|* + Ihgp|”, ¥ 2 max {lhg I* + Ihgs, '}

The PDF and CDF of the random variable X are given by
Sr@) = ANxe™ (54)
Fy@) =1—¢(1 + \v) (55)

Using order statistics, the PDF and CDF of the random
variable Y are given by

H0) =MW ye ™)1 —e A+ )" (56)
Fy() =1 —e M1+ 1" (57)
Define new random variable Z & (X/Y)
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Let us compute the following probability using (54)—(57)

0o Py
Pr(Z < B) — L L £ 0000 dxdy

=M j ) [1— e 4+ ABY)I(A2ye™)
0
x [1—e M1+ )" dy (58)

There are N different realisations of the random variable Z.
Therefore we assume independent random variables and
obtained asymptotic secrecy outage probability.

- Pr(max (Z) < B) = |:M r" [1— ef’\By(l + ABY)]
iIEN 0

Wy ™)1 —e V(1 + )"
(59)
With respect to Pr(INIf <T), it is derived in Appendix 1.

Therefore using (51) and (59), the outage probability is
given by (see (60))

11 Appendix 3

11.1  Asymptotic secrecy outage probability of OS
(multiple PUs)

From (21)—(23), the outage probability considering high
SNR is given by

|hSD|2 + |hRD|2 _
Uhse, P+ Iheg, P} [ <P

P, =Pr pmax max

relays | €8, Vm
P INFY <)+ P INFY > T
r(pfggfu{ b =)+ r(p?égfu{ ot = 1)

(61)

www.ietdl.org

The first term of (61) is already derived in Appendix 2
(see (62))
Let us compute the following probability

P IN®fv < T
o, ) <D

INS = Ny + Pglhg, | + Pelhg, *. 1=1,2,....L (63)
With the same assumption in Appendix 1
G = lhspl” + gl

folg) = N> ge ™8

Define new random variable Q = PG, The CDF of random
variable Q are given by

oum[A
Fylq) =1 — e /P [?q + 1] (64)

Note that there are L different realisations of the random
variable Q. Using order statistics; we can derive the
following probability

A L
R _ _a=aprf 2
Pr(pfrelgf,, {IN,} <) = |:l e (PF + 1):| (65)

Therefore from (62) and (65), the outage probability is given
by (see (66))

Pgp ™ [M r [1—e (1 + ABIVye ™)1 —e (1 + Ay)]M“}
0

N

w1 cver (%r N 1)} . [ewmf (gr + 1)} (60)

lhsp|* + Vgp |

Pr{ max max
RES,,
relays | E L €S, Ym

<
{hse 1P+ e, Py [ <P

00 N
— [M j [1— e+ ABY) A ye ™)1 —e M + A" ! dy] (62)

0

Py, > [M j T e ABIO e T — eV + Ay)]M‘l]

0

N

« |:1 ENCOYZ <£F + 1>1|L+[1 _ (1 _ o=MPr (ﬁp + 1))L:| (66)
P P
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12 Appendix 4

12.1 Asymptotic secrecy outage probability of DT
(one eavesdropper)

From (26) and (27), the secrecy outage probability,
considering high SNR, can be written as

2
Py, =Pr { I|/;sD||2 <a }Pr(]Np <T)+Pi(IN, >T) (67)
SE

Let X 2 |hgp|’, ¥ 2 |hgs|®
The PDF and CDF of the random variable X are given by

fr(x) = re™ (68)
Fy(x)=1—e™ (69)

The distribution of random variable Y is the same for X.
Define new random variable Z & (X/Y)
Let us compute the following probability using (68) and
(69)

[o)

Pr(Z <o) = L Fy(ay)fy(y)dy

(70)
1 1«
B l+4a 1+«
w.r.t.
Pr(IN, <T)
INy = Ny + Pslhgpl? (71)
Let
0 = Plhgpl’
The PDF of the random variable Q are given by
A —Oa/Py
folg) = 5-e~ /" (72)
At high SNR and using (72)
S PH(IN, <T) =1 — e M/R" (73)

Using (70) and (73), the outage probability is given by

P~ [1— e(*A/Ps)F] + [e(f,\/Ps)r] (74)

sop—l+a

13 Appendix 5

13.1 Asymptotic secrecy outage probability of DT
(multiple eavesdroppers)

From (29), the outage probability is given by
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2
» . |Asp| _
T max 2 a
RESrelays E rergvax { |hSEm | } (75)

evs V1

sop —

Pr(IN, < T) + Pr(IN, > TI)

Let X 2 |hgp|”, K 2 |hg |* and ¥ £ max {K,}

m=1,.....,

The PDF and CDF of the random variable X are given by:
Je@) = de™™ (76)
Fy@)=1—e™ (77)

The distribution of random variable K is the same for X.
Using order statistics

FY(y):Pr(Kl Ey!KZ Eya aKN Sy)

We assume independent random variables
S Fy(y) =Pr(Ky = p)Pr(Ky <) -+ Pr(Ky =)

Therefore the PDF and CDF of the random variable Y are
given by

fy0) = MQAe ™)1 —e ! (78)
Fy(y) =[1—e (79)

Define random variable Z £ (X/Y)
Let us compute the following probability using (76)—(79)

Pz <= | F@)0)d
= Mr [1—e " Ae ™)1 —e MM 1dy
0
(80)

With respect to Pr(/N, < T'), it is derived in Appendix 4.
Therefore the outage probability is given by

sop —

P~ |M j [1—e *Ae™)[1 —e ™M dy
0

[1— e(—)\/Ps)F] + [e(—)\/PS)F] (81)

14 Appendix 6

14.1 Asymptotic secrecy outage probability of DT
(multiple PUs)

The outage probability of this case is given by

2
lhsp]
Poop = Pry jmax + “rax  {lhgy 17} [ = ¢
wlass | E, €8m0 (82)

< >
Pr(pﬁga&/ {IN,} =)+ Pr(pfrelgfu {IN,} >T)

The first term of (82) is already derived in Appendix 5
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2
|hsp|
Pr{ max
RES

2 < a
o | £, 88 sl (53)
=M j [1—e *]Ae ™)1 —e M dy
0

With respect to the remaining parts of the (82)

Let X £ maxpcg  {lhgp |*}Using order statistics, the
! PU |, 1 .
CDF of the random variable X are given by

Fy(x) =[1 —e Wt (84)

Using (83) and (84), the asymptotic secrecy outage
probability is denoted by

Py |:M r [1—e " Ae ™)1 —e P! dyi|
0

[1— ™V 1 — (1 = VP (85)

15 Appendix 7
15.1 Asymptotic secrecy outage probability of CS

hep|®> + max  |hep |
|2gpl m |7Rpl

PSOp = Pr relays < B
lhsgl” + Ihgel
Pr(INX <T)+ Pr(INS >T) (86)

For the fist part of (86)
Ih,»jl2 are exponential random variables with parameter A.

fy,@¢) = Ae™™  PDF of the |h,|’ (87)

y

Fy (x))=1—¢™1 CDF of the ||’ (88)

Let X 2 |hgp|® + maxpeg  |hrpls ¥ 2 |hgel* + el

relays

Let T 2 maxpeg  |hgpl®

relays
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Using order statistics, the CDF of the random variable 7T are
given by

Fr(t)=[1—-e ™" (89)

Therefore the PDF of the random variable X is derived as
X
fy(x) = j NAe ™1 —e ™)V dr
0

In order to solve this integration, we will use the binomial
expansion theorems [18]

x N—1 _
fX(x)zN/\zeMj (kN 1)(—e“)"olt

0 k=0

X

= N/\Ze”j

1 —
Z <]: 1>( — e M g

0 %=0
s s (N -1 el ke k
Sy =Nae™ ) () (=D 2™ =1" 0
k=0

The PDF of the random variable Y, as in the pervious
appendix, is given by

fr @) = Nye™ 1)

Define Z 2 (X/Y)
From (90) and (91), we can compute the following
probability (see equation at the bottom of the page)
Therefore (see (92))
From the pervious appendix

Pr(INF <T)=1— V0" [%1“ + 1] 93)

Using (92) and (93), the asymptotic secrecy outage
probability of CS is denoted by (see (94))

By

Pr(Z < ) = Pr(X < BY) = L L Sy )y (x) dx dy

0 rfy
_ j j /\2ye—/\yN/\Ze—M
0

0

(0 e e fee

k

N—1 _ 1
Pr(Z<,B):NZ<kN 1)(_1)k%
k=0

1 1 k i| 92)

(k+1)(1+.8+kB)2_(1+B)2+k+1

. N[NN—l(N—l)(_l)k( 1 B 1 n 1)}
ol = \k kk+D)(1+B+kBP? k(1 +pP k+1

_eapr (A apyr (A
X [1 e <PF+1>:|+|:e (PF+1>:| (94)
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